Control your firmware with

and

CLOSE THE BASEMENT DOOR

Trapezoid® Firmware Integrity Verification
Engine is specifically designed to provide
visibility and management tools around the
security and operations of firmware across
the entire IT infrastructure.

v NETWORK

v CLOUD ORCHESTRATION
v APPLICATIONS
v OPERATING SYSTEM

v HYPERVISOR/VMs

e Existing security tools focus on application and
operating system levels, overlooking the firmware.

e Firmware has the most permissions of any code on your
system.

e Firmware's level of privilege increases the impact
of an attack.

8 O/ Only 8% of enterprises feel prepared for
O firmware related vulnerabilities and exploits

I : 3 One in three are not monitoring, measuring or
N collecting firmware data.
e Crippling malware creeps into routers, networks

5 20/ More than 50% of enterprises placing a high and systems via compromised BIOS and firmware.
(o)

priority on security within hardware lifecycle . . .
management have had at least one incident e Compromised firmware can shut down your operations

of malware-infected firmware by taking out your critical infrastructure.

e Unmonitored firmware exposes enterprises to an
unacceptable level of risk for devastating financial
harm to businesses and life-threatening consequences
for consumers.

* 2016 ISACA Firmware Risks and Mitigation Study

>read more at trapezoid.com

Firmware is a fundamental building block of any system.
Firmware is:

e Programmable software stored in non-volatile
memory on device

Persists from boot to boot

Sits below the OS and driver layers

Infrequently updated

—x :
g ¢ Usually physically part of the hardware (versus a
0 hard drive)
'!'RAPE ZOID S TS U & TR Request Risk Assessment
irmware Integrity Management

)
nim
|
B


http://www.trapezoid.com/
http://www.trapezoid.com
http://www.trapezoid.com/
http://www.trapezoid.com/

TRAPEZOID" FIVE

THE ONLY COMPREHENSIVE SOLUTION

for detecting compromised firmware

Patented Trapezoid Marker

Potentially reduce the impact area of an incident by
combining hardware specific data and user- defined
policy attributes to remediate the incident knowing
where the virtual machine has lived from the time it
was created to the time it was destroyed.

@ PATENTED TRAPEZOID® MARKER MACHINE ID PROVIDES:
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UNIQUE FORENSIC WORKLOAD OEM PLATFORM
CRYPTOGRAPHIC TAGS MAPPING OF DEFINITION AND WATERMARK FOR
for hardware virtual machines data boundaries supply chain verification

Can You Afford to be Next?

Let’s face it: The bad guys are hacking into firmware in
small environments to practice for bigger hits. Professionals
like you can be on the hook for firmware security.

Find out your risks and vulnerabilities (and how to stem
them) before it’s too late.

or visit us at Trapezoid.com TRAPE ZOI D®

© 2017. TRAPEZOID is aregistered trademark of Trapezoid Inc. Firmware Integrity Management


http://www.trapezoid.com/
http://www.trapezoid.com
http://www.forbes.com/sites/moneybuilder/2015/10/17/an-average-cyber-crime-costs-a-u-s-company-15-4-million/#21c62a41a226
http://trapezoid.com/contact/

